Understanding Yoarself

Password Rage—What It Is, How To Avoid It

(NAPS)—Ifyou're like most people, a
frustrating online password process has
put you in a bad mood. In fact, accord-
ing to a recent Aware survey, more than
half of consumers report that having to
go through a password reset process has
negatively impacted their mood—or
even their day—while two out of three
actively avoid or dread irritating pass-
word reset processes.

A Problem

“Password rage” describes what hap-
pens after someone has endured too
much password-related stress or fatigue,
such as having to remember different
(and long) passwords for every account;
being locked out of an account; or hav-
ing to reset a password or set up a new
password-based account in order to
purchase something online. Unfortu-
nately, password rage can drive people
to extremes, with more than half of con-
sumers noting they have given up on
purchasing a product or service because
they couldn’t remember their password.

Common reactions to password
rage include yelling at a partner/spouse/
roommate or children; binge eating or
drinking; and taking a nap. With such
negative consequences, what can be
done to minimize the risk and negative
impacts of password rage?

Stay in Control ... And When You're
Ready, Consider Alternative Approaches

The best thing to do when suffering
from password rage is to walk away from
the computer and distract yourself until
the anger subsides. Take a walk or a deep
breath, and try again later.

Longer-term, however, you may
wish to come up with some new pro-
cesses or proactive workarounds. Per-
haps the best solution is to not use pass-
words altogether, opting for a method
with much higher security, such as
biometrics—which authenticate indi-
vidual people through their faceprint,
voiceprint, fingerprints or iris scan for
superior convenience and security. The

You can use your face, eye or finger
to keep hackers from getting their
hands on your online information.

survey showed an overwhelming will-
ingness among consumers to replace
passwords with biometrics for most
popular online services.

If thats not possible, try to avoid for-
getting your passwords in the first place.
Come up with a few complex variations
of the same password that would be easy
for you to remember, but difficult for a
hacker to guess. If you absolutely must
write this password down, keep it in a
sealed, unmarked envelope or a locked
desk drawer.

Alternatively, consider using a pass-
word manager (which generates strong
passwords and stores them all in one
encrypted place, alleviating the burden
of having to remember individual pass-
words for every account) or a spread-
sheet to keep track of all your passwords.
However, as the recent LastPass hack
unfortunately demonstrated, these aren’t
necessarily the safest or most viable
option. What if you forget the password
to your password manager or the spread-
sheet gets deleted? That would be an easy
way to reignite your password rage.

As long as passwords are the most
common way to secure online accounts,
the threat of password rage will be here
to stay, since people increasingly rely on
online services and mobile apps.

Learn More

For further facts and tips, visit www.

aware.com.



